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Abstract

Using deep neural networks in safety critical applications lead to the necessity to verify
the safety of the neural networks. Image perturbations like scratches in the cameras
lens or even bad weather conditions can lead to misclassification. For applications
like self driving cars a misclassification can lead to a disastrous outcome. Several ap-
proaches were introduced to verify the safety of neural networks. This dissertation
aims to implement and optimise a safety verification framework considering adversar-
ial perturbations, since previous implementations provided good results but were not
particularly performant. Since the training of deep neural networks already is time con-
suming, a quick safety verification would be beneficial. The safety verification frame-
work is developed with the programming language python using the deep learning
library keras with theano backend. Optimisation through high performance program-
ming libraries for calculations as well as parallelisation of certain methods speeds up
the safety check significantly. Experiments on different deep neural networks with
different datasets and using a baseline implementation of the framework are used to
compare and evaluate the performance of the implemented framework. Furthermore
the optimised framework could be incorporated in the learning process to automati-
cally configure the network to be safe against certain perturbations. In addition, the
framework can be implemented in another programming language that allows you to
better utilize the resources of a system through parallelisation.
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Introduction

Artificial Neural Networks have been evolving greatly since the 1940’s and are now

used in many areas, such as autonomous driving. Image classification is used to detect

street signs or traffic lights. But despite further developments, ANNs are still mostly

unstable due to adversarial perturbations. These adversarial perturbations are minimal

changes to the input image which lead to misclassification. For applications in assisted

driving or autonomous cars, these misclassification can lead to disastrous outcomes, for

example forcing a car of the road for detecting a sign for turning left instead of right.

Therefore to ensure safety in decision making a way to verify the classification of the

ANN is needed. For this purpose several approaches were proposed using Satisfiability

Modulo Theory to implement a verification framework or by using SIFT and MCTS.

This thesis project focuses on analysing the recent and plausible approach presented by

Xiaowei Huang et al. [HKW+16]. Furthermore the framework will be implemented

and optimized with parallelising several parts of the framework since this approach

gets more time consuming with more complex neural networks and larger images. The

following Chapter 2 sums up the project management approach. Chapter 3 gives gen-

eral insight in the practical and technical background. Chapter 4 summarizes the the

analysis of the approach and gives details about the design and implementation. The

following chapter discusses the evaluation and the accomplished optimisation steps.

The final chapter summarizes the conclusion and further work.
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1.1 Motivation

Using ANNs in highly automated systems like autonomous driving poses safety risks

due to the unstable nature of those with respect to adversarial perturbations. Having

scratches on a cameras lens or perturbations due to snow or rain or even an active ma-

nipulation of input data by an attacker can lead to misclassification of an image. Sev-

eral reports in recent years stated that systems in self-driving cars misinterpreted traffic

signs and eventually lead to accidents. There are several research papers concreting the

problems with regard to safety in artificial neural networks or AI in general [AOS+16]

[SAMR18]. Robustness, accuracy and confidence of a network are often not sufficient

to ensure safety [NYC14]. For minimising the risk of misclassification and to verify

ANNs, several approaches were introduced. Most of the approaches share the same

problem of being time consuming and not very scalable when working on real world

deep neural networks [KBD+17] [KW17] [Ehl17]. The recent approach of Xiaowei

Huang et al. [HKW+17] promises good results in finding adversarial perturbations

and works in the matter of seconds when working with a few dimensions. But for

more complex neural networks and larger images the computation takes much longer.

Having an input image with the dimensions of 28x28x1 there are 784 dimensions to

be checked in the input layer. Propagating deeper through a CNN, the dimensions are

also getting bigger e.g. for the first convolutional layer having 26x26x32 dimensions.

Since the training of a neural network is already quite time consuming, a safety ver-

ification without great additional overhead would be beneficial. As stated by Huang

the performance and scalability of this method can be significantly improved through

parallelisation, which is attempted in this project.
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1.2 Aims and Objectives

The aim of the project is to analyse and evaluate an existing method for safety veri-

fication of deep neural networks and implement an optimised verification framework

based on the analysis with possible improvements in scalability and performance.

The essential objective is to design an improved verification framework for deep

neural networks based on the analysis. Another objective is the evaluation of the frame-

work and comparison to previous approaches. Based on the research done throughout

the project a verification framework will be developed using the programming lan-

guage python and neural networks running with keras and theano backend [Ker] [The].

By parallelising several steps in the verification algorithm, a performance improvement

in terms of running time is expected while maintaining the accuracy and correctness

with which adversarial perturbations are detected.
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Project Management

This chapter outlines the organisational topics of the thesis project. Section 2.1 de-

scribes the experimental methods to be used throughout the project. The following

two sections contain the time plan of the project and determine deliverables and de-

scribe the overall expected outcomes of the project.

2.1 Experimental and Investigative Methods

The initial survey brought insight and general understanding of the problem. The fur-

ther procedure is to analyse the prototypical approaches in more detail and to imple-

ment a prototype in order to have a basis for testing, evaluating and optimising the

newly implemented framework. On this basis possible improvements and further op-

timisations regarding scalability and performance can be carried out. The resulting

algorithm or framework can then be tested with various datasets and evaluation can

take place. To distinguish the improvements of the algorithm a detailed comparison to

other methods will be done.

2.1.1 Development

The first steps of development are designing the system and setting up the environment

accordingly. When everything is set up and the data in terms of pre trained networks

and datasets is prepared, the implementation commences. First tests are carried out

during the end phase of implementation. During testing, the result are also validated

before evaluation and optimisation can start. The final steps are evaluating the results

and comparing it to approaches and methods it is based on.
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2.1.2 Writing

The writing parts are commenced in parallel to the implementation. Introduction and

Fundamentals can be written independently of the implementation. Writing about the

implementation and evaluation are commenced after the correspondent part of the im-

plementation is done. The writing is concluded 2-3 weeks prior to submission to review

and correct.

2.2 Deliverables and Specific Outcomes

The expected outcome is the research and study of a safety verification framework for

deep neural networks, as well as to determine limitations and possible optimisations of

this approach and a possibly improved and optimized framework based on the research.

2.3 Time Plan

A time plan has been created to ensure efficient time management depicted in 2.1
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Literature Review

In this chapter important background information for the project is provided.

3.1 Artificial Neural Network

Artificial Neural Networks are modelled to loosely mimic the human brain [Kri07].

They consist of multiple artificial neurons which are mostly connected unidirection-

ally. These neurons have an activation function which is used to process the input.

The connections between neurons are so called edges, which pose to have weights

for learning purposes. Neurons are structured in layers. Especially in Deep Neural

Networks multiple layers are used. The neurons are connected between layers. In con-

trary of systems using an algorithmic approach, ANNs learn by example [MW+14]. A

depiction of the basic structure of an ANN can be seen in following figure 3.1.

Figure 3.1: Simple Example of an ANN [Dac17]

7



3.1.1 Neurons

A neuron can have multiple inputs which are summed up in the first step. The sum

is then processed with the activation function leading to the output of the neuron

[ZHS09]. The basic structure of a neuron is depicted in figure 3.2.

Figure 3.2: Simple Example of a Neuron [Sch14]

Common activation functions are following [AHS+14]:

• Binary Step: It is a threshold based function outputting a signal to the next layer

when a value is above or below a certain threshold.

• Linear: The inputs are multiplied by a factor and therefore the output is linear

to to the weighted input.

• Sigmoid: It is non linear and prevents jumps in the output values. The output

values are bound between 0 and 1.

• Rectified Linear Unit: ReLu is very efficient and allows the network to converge

quickly. Despite it looking like a linear function it is not and allows for back-

propagation.

The activation function is selected depending on the input data and the expected out-

come.

8



3.1.2 Types

There are several types of artificial neural networks, which are mainly distinguished

by the way neurons and layers are connected with each other [SNA17]. ANNs are

often split in two categories, the supervised and unsupervised. The supervised train-

ing of neural networks is done by having labelled input data. The network is trained

and compares against the labels to check if its classification matches the label. These

networks are mostly used for classification problems and regression problems.

Unsupervised training has unlabelled data. The network has to automatically find

structure in the data by extracting features and analysing them. It is often used when

labelled data is too expensive or hard to gather. Since there are no labels to compare

to, it is hard to measure the accuracy of a network trained unsupervised. The most

common and simplest is the feed forward network. Here the process is unidirectional

from input over hidden layers to the output. Deep neural networks are basically ANNs

with multiple layers. Another type is the Convolutional Neural Network, which is

mainly used for image processing and image classification. A more detailed insight in

convolutional neural networks is presented in chapter 3.2 since it is the main type of

deep neural network used throughout this project.

3.1.3 Layers

Depending on the type of network the structure of the layers in a neural network might

vary. There is usually one input and one output layer in an ANN. The number of

hidden layers and how they are connected with each other often determines the type of

network in interaction with the activation function used. The input layer simply passes

the information to the neurons in the first hidden layer. The inputs to the layers are

often weighted to enable more adjust-ability. The neurons in a hidden layer process

the data and pass it to next layer. The output layer combines the results and forms the

output [KB00].
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3.2 Convolutional Neural Networks

The Convolutional Neural Network is a special form of the artificial neural network.

It has several layers of folding, therefore also a deep neural network, and is very well

suited for machine learning and applications with artificial intelligence in the field of

image and speech recognition. The CNNs functionality is modeled to a certain extent

on biological processes. The structure is similar to the visual cortex of the brain. The

Convolutional Neural Network consists of several layers. These layers are convolution

layers, subsampling layers and fully connected layers. The training of a convolutional

neural network is usually supervised. One of the founders of the Convolutional Neural

Network is Yann LeCun [LB98].

Figure 3.3: CNN for image processing[LB98]

In the convolutional layers is the actual folding takes place. It is able to recognize

and extract individual characteristics in the input data. In image processing, these can

be features such as lines, edges or certain shapes. The input data are processed in the

form of a matrix. The pooling layer or subsampling layer, compresses and reduces the

resolution of the recognized features. The layer uses methods such as max pooling or

average pooling for this. Pooling discards unnecessary information and reduces the

amount of data. This does not reduce the efficiency of machine learning. The calcula-

tion speed usually increases due to the reduced data volume. The Convolutional Neural

Network concludes with the fully connected layer. It joins the repetitive sequences of

the convolutional and pooling layers. All characteristics and elements of the previous

10



layers are linked to each output characteristic. The fully connected neurons can be

arranged in several levels. The number of neurons depends on the classes or objects

that the neural network should distinguish. The CNN uses filters to identify and extract

features of the input images. The recognition of the structures is location-independent

within the image. First, the CNN recognizes simple structures such as lines, points

or edges in the first layers. On the following layers, the convolutional neural network

learns combinations of these structures such as simple shapes or curves. With deeper

layers more complex structures can be identified. The data is continuously sampled

and filtered in the layers. In the last step, the results are assigned to the classes or

objects to be recognized.

3.3 Data Acquisition

For applying the verification algorithm, a pre trained network is required, since train-

ing and testing a network can take a long time. Therefore several pre-trained networks

for different datasets will be considered, such as MNIST Handwritten Dataset, an Ima-

geNet Dataset or a Dataset for traffic signs. Having a well trained network diminishes

the probability of having errors in the verification process due to a badly trained net-

work.

11



3.4 SMT

Satisfiability modulo theories are mostly used in computer science and mathematical

logic. They are decision problems for formulas with respect to combinations of back-

ground theories as classical first-order logic with equality. A solver for such theories is

the Z3-Solver, which is also used in this project. The Z3-Solver was developed at Mi-

crosoft Research by Bjorner et al. [Z3g]. This solver supports for example following

theories:

• Bit-Vectors

• Integer Arithmetic

• Real Arithmetic

• Integer DIfference Logic

• ...

SMT-Solvers are often used to verify programs. In this project the solver is used to

solve several theories using linear real arithmetic with existential and universal quan-

tifiers and without universal quantifiers. The strategy is called QFLRA (quantifier-free

linear rational arithmetic.

12



3.5 Adversarial Examples

Adversarial Examples are basically inputs to a neural network which lead to an incor-

rect output. Several research revealed how it easy it is to fool a neural network, by

manipulating the input. Even changing one pixel of an input image as described in

[SVS17] can lead to a falsified classification.

Figure 3.4: Example of One Pixel Attacks[SVS17]

The manipulation on the input image is not necessarily visible to a human observer.

As described in [PMG+16] imperceptible manipulations can lead to misclassification

while still looking like an unmodified image to the human eye.

Figure 3.5: Example of adversarial example by imperceptible manipulation[GSS15]

13



3.6 Summary of the safety verification approach

The team around Xiaowei Huang of the University of Oxford developed an automated

verification framework feed forward deep neural networks [HKW+17]. Their basic

approach is to search for perturbations in each region of an image by discretization

and propagate the analysis layer by layer. In this method the safety verification is re-

duced to a search for adversarial example and therefore safety can be achieved if no

misclassification are found in all layers. Also falsification can be detected which then

can be used to tune the network or to be examined by a human. The method defines

a region around a given point and a set of manipulations. These manipulations have

to be specified for a certain classification problem. For layer by layer analysis a map-

ping between the layers is needed to determine how a manipulation in one layer affects

the next. A region has to be determined such that it satisfies the mapping between

consecutive layers. The refine-ability of manipulations has to be defined such that a

manipulation in the previous is re-finable in the current layer if there exists a sequence

of manipulations in the current layer which implements the manipulation in the pre-

vious layer. Having these preconditions and definitions the verification proceeds as

follows: With k being the index of the current investigated layer, N being the network,

x being the input, nk being the region and ∆k the set of manipulations. Verify whether

N, nk, ∆k |= x, if N, nk, ∆k |= x then report that N is safe at x with respect to nk(ax,k)

and ∆k, and continue to layer k+ 1; if N, nk, ∆k 6|= x, then report an adversarial ex-

ample. This algorithm was implemented using SMT solvers. Experiments were done

on several neural network classifiers for MNIST or traffic sign classification and led

to found adversarial examples in seconds when working on few dimensions. But the

verifying process is exponentially big regarding the number of features and therefore

has a high complexity. They state that this approach is open to improvements through

parallelisation regarding scalability and performance.
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Design and Implementation

The proposed verification framework is mostly based on existing work by Xiaowei

Huang et al [HKW+16] since it is the most recent and rather plausible approach there

is. The following chapter deals with the analysis of existing approaches regarding

safety verification of deep neural networks, highlighting the adopted approach and

describing the architecture and implementation. This project does not consider the

approach proposed in [WHK18] incorporating MCTS and SIFT for feature detection.

4.1 Adopted Approach

For the adopted approach proposed by Huang et al. several definitions have to be

introduced regarding the notion of safety of classification decisions. Especially based

on the concept of perturbations and manipulations of an image where a human observer

would classify the image as the original. Security is considered for a classification

decision and parametrised through a class of manipulations and a neighbouring region.

Since the approach is basically a search for adversarial perturbations, finiteness has

to be ensured. Therefore so called “ladders”which describe iterated application of

successive manipulations, non deterministic branching and state the conditions for an

exhaustive search.

15



4.1.1 Architecture and Design

4.1.1.1 Safety

This method defines a region around a point so that all points in this defined region

are classified as the same by a human observer to support the classification decision.

The region is described by a diameter d with respect to a pre specified norm measur-

ing the vicinity to the point x. The definition of safety for a classification decision

for this approach is based on the definition of robustness by Fawzi et al. [FFF15].

It states that for a network f is not robust at the point x if there is a point y in the

regionn = z ∈ DL0|||z− x||<= d of the input layer so that f (x) 6= f (y). The point y

at a minimal distance to point x represents an adversarial example. The difference to

Fawzis definition of robustness to the definition of safety in this approach is that it is

considered layer by layer and therefore define a region nk as a subspace of Dk at each

Layer Lk for k ∈ [0...n]. This is based on the research in [LBH15] [Mal16] that in deep

neural networks the image is more and more transformed in to a representation where

the single classes are distinguishable by a linear classifier the deeper the layer goes.

Therefore safety for a network N at a point x is described by the robustness of the clas-

sification decision at point x against perturbations within the defined region nk(ax,k).

The calssification decision is still based on output of the activation function in output

layer Ln while the perturbation takes place in any layer Lk.
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4.1.1.2 Manipulations

A manipulation in this framework is an operator which generates image perturbations

such as scratches on the camera lens or bad weather conditions. Depending on the

use case and the classification problem, the manipulation can be defined by the user.

It is important to choose reasonable types of manipulations and distance metrics. For

this reason the operator δk : DLk → DLk is used over the activation functions in the

vector space of layer k, as well as Manhattan(L1) and Euclidean (L2) norms for distance

measurement between the image and the perturbation through δk based on the norms

described by Fawzi, Goodfellow, Bastani, et al. [BIL+16] [FFF15] [GSS14]. If a

manipulation is applied to an activation it will result in another activation with changed

values of some dimensions. For this reason the manipulation is presented as a hyper-

rectangle. It is defined for two activations ax,k and ay,k of a layer Lk by following:

rec(ax,k,ay,k) = Xp∈Pk[min(ax,k(p),(ay,k(p)),max(ax,k(p),(ay,k(p))] (4.1)

A problem is that a region nk may contain countless of activations and therefore this

approach needs discretisation to ensure a finite exploration of the region. A valid

manipulation is defined as follows. For an activation ax,k, a set of manipulations

V (ax,k) ⊆ ∆k is valid if the point ax,k is inside of rec(V (ax,k),ax,k). A depiction of

valid manipulation in two-dimensional space is presented in figure 4.1. The activa-

tion ax,k is in the middle of the dashed boxes, the arrows represent manipulations

and the dashed boxes are the hyper-rectangles for the respective manipulations. A

notion of minimal manipulation is introduced to ensure discrete spaces. With this

approach it is sufficient to look for a misclassification only at the end points. A

minimal manipulation is defined as follows. A minimal manipulation δk on an ac-

tivation ax,k exists if there is no other manipulations δ 1
k and δ 2

k and an activation

ay,k with δ 1
k(ax,k) ≤ δk(ax,k),ay,k) = δ 1

k(ax,k,δk(ax,k) = δ 2
k(ax,k and ay,n 6= ax,n and

ay,n 6= δk,n(ax,n). Therefore a minimal manipulation has no finer or smaller manipula-

tion that leads to another classification.

17



Figure 4.1: Example of a set of manipulations [HKW+16]
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4.1.1.3 Bounded Variation

Since the manipulation takes place in layer Lk and the check for the classification

decision in the output layer, a method to ensure an exhaustive and finite coverage of

the region needs to be introduced. For this purpose the concept of bounded variation is

adapted, where a continuity assumption on the mapping from space DLk to DLn is done

[APF00]. With an activation ax,k and its respective region nk(ax,k) a ladder is defined,

which contains a set of activations ld including ax,k and finitely many other activations

in the associated region. The activations in a ladder are ordered in a increasing manner,

to ensure that every activation in the ladder appears only once and has a successor.The

last activations successor is outside the region. Following figure 4.2 illustrates ladders.

As seen in the figure above, the ladder starts from ax0,k and each consecutive activation

Figure 4.2: Example of ladders in a region [HKW+16]

is a result of a manipulation δk on a previous activation. The ladder ends with the final

activation ax j,k having its successor outside of the region. A ladder is complete if each

node is an activation and each branch represents a manipulation.
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4.1.1.4 Layer Analysis

To proceed the analysis layer by layer, refinement of the manipulations as well as

mapping in both directions are needed. The mapping to the next layer is defined as

Φk : DLk−1→ DLk . The mapping to the previous layer is defined as the inverse of Φk

and looks as follows: Ψk : DLk → DLk−1. To propagate the safety of a region at a

point x to deeper layers several assumptions have to be made. First assumption is that

functions nk that map activations to regions exist and have following restrictions on the

functions mentioned before:

nk(ax,k)⊆ DLk , f ork = 0, ...,n

ax,k ∈ nk(ax,k), f ork = 0, ...,n

nk−1(ai,k−1)⊆Ψk(nk(ax,k)), f orallk = 1, ...,n

(4.2)

The first two state that each function has a region around the activation and the

third states that mapping the region nk from the current layer to the previous layer via

Ψ has to cover the region nk−1. A visual representation can be seen in figure 4.3.

Figure 4.3: Example of layer by layer analysis [HKW+17]
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With bigger size and complexity of a deep neural network it might become unsolv-

able with a given set of manipulations. For this reason a refinement relation between

manipulations for consecutive layers is defined. Basically a manipulation in the previ-

ous layer is refinable in the current layer if there si a sequence of manipulations in the

current layer that implements the manipulation in the previous layer.

Figure 4.4: Refinement method [HKW+17]
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4.1.1.5 Feature Decomposition and Discovery

Despite ensuring finiteness with methods mentioned before, a high dimensionality of

a region can make the computation impractical. To lower the dimensionality of a

region, features are introduced. Regions are partitioned into sets of features enabling

practicality with regions having thousands of dimensions. A feature is defined for each

point in the space as the most explicit salient feature. As described in [CIS+08], natural

images have high-dimensional manifolds which themselves embed tangled manifolds

to represent their features. These usually have lower dimensions than their parent.

Classification algorithms can be used to separate them into sets of tangled manifolds

and therefore leads to the assumption that these features are independent. So these can

be regarded independently and pose an opportunity to reduce the problem size. An

activation can include multiple features, but there is a general relation between these.

So a feature can be defined on each activation as a single region. This assumption

enables the possibility of feature exploration in parallel. So a feature fk(ay,k) si defined

by a specified number of dimensions dimsk, f . The region nk(ax,k) is partitioned into

a set of features. For such a partition p(nk(ax,k)) a function, containing one point for

each feature, is defined as following:

acts(x,k) = {ax,k ∈ x|x ∈ p(nk(ax,k))} (4.3)

The check is carried out by checking if the points in the function have the same

class as ax,k checking the 0-variation of all features in the partition.
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4.1.1.6 Regions and Manipulations

Selecting the regions to be considered in the framework can be automated. The region

(nk(ax,k) is defined by a subset of dimsk from Pk where the activation values are furthest

away from the average value of the layer. The information of these activations is more

explicit than of other dimensions. Manipulations over this explicit information is more

likely to result in a class change. Having the average activation value of layer Lk

as avgk = (∑p∈Pk
ax,k(p))/nk and dimsk(nk(ax,k) as the first dimensions p ∈ Pk with

greatest values |ax,k(p)−avg| among all dimensions, following can be defined:

(nk(ax,k) =×p∈dimsk(nk(ax,k)[ax,k(p)− sp ∗mp,ax,k(p)+ sp ∗mp] (4.4)

where sp is a small span and mp is the number of spans for dimsk containing the

activation ax,k. For an activation in the region nk(ax,k) a manipulation can be defined

as:

δ d
k (ax,k)(p) =


ay,k(p)− sp if d(p) =−1

ay,k(p) if d(p) = 0

ay,k(p)+ sp if d(p) = +1

(4.5)

with d as a function mapping from dimsk(nk(ax,k) to {−1,0,+1},

so that d(p) 6= 0|p ∈ dimsk(nk(ax,k)) 6= 0 and D(dimsk(nk(ax,k)) as the set of such func-

tions. So each manipulation affects a subset of the dimensions by the span sp with the

directions given in d. ∆k poses as the set of such manipulations. Having these defini-

tions a complete and covering set of ladders L(nk(ax,k)) can be defined.

The region nk can be automatically determined if the region of previous layer nk−1 and

the functions Φk and Ψk are given with satisfying the restrictions from equation 4.2.

The activation value ax,k(p) of p ∈ Pk is computed from the activation values of a sub-

set in Pk−1 according to function Φk with Vars(p)⊆ Pk−1 as such a set of perceptrons.

Following formula can be formed from the restrictions mentioned before:

∀ay,k−1 ∈ nk(ax,k−1) : ay,k−1 ∈Ψk(nk(ax,k)) (4.6)
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The values of the variables Vk gained from satisfiability of equation 4.6 represent

the definition of manipulations using equation 4.5. But since the resulting values of sp

do not necessarily satisfy the “refinement by layer” relation there is a need to adapt the

values for Vk as well as retain the region nk(ax,k). The “refinement by layer” relation

described in chapter 4.1.1.4 could be rewritten into a formula which can be solved by

a SMT solver, but may result in a huge amount of comutations needed to verify the

relation. To reduce computational cost, a new notion is defined including a precision

ε . Therefore, a manipulation δk−1(ay,k−1) is refinable wit a precision ε > 0 if there is a

sequence of activations and valid manipulations such that ay,k = ax0,k,δk−1,k(ay,k−1) ∈

rec(ax j−1,k,ax j,k),dist(ax j−1,k,ax j,k) ≤ ε , and axt ,k = δ t
k(axt−1,k) for 1 ≤ t ≤ j. For a

neural network N and an input x, the set of manipulations ∆k are a refinement by

layer of nk,nk−1,∆k−1 with the precision ε , if for all activations in the region all its

manipulations are refinable in layer Lk with precision ε .To find suitable values for Vk

teh variable h is introduced which represents the maximal number of manipulations in

layer Lk used to express a manipulation in the previous layer. Having these definitions

following formula can be formed which then can be used with a SMT solver:

∀ay,k−1 ∈ nk(ax,k−1)∀d ∈ D(dimsk(nk(ax,k−1)∀δ d
k−1 ∈Vk−1(ay,k−1)

∃ay0,k, ...,ayh,k ∈ nk(ax,k) : ay0,k = ay,k∧
h−1∧
t=0

ayt+1,k = δ d
k (ayt ,k)∧

h−1∨
t=0

(δ d
k−1,k(ay,k ∈ rec(ayt ,k,ayt+1,k)∧dist(ayt ,k,ayt+1,k)≤ ε)

(4.7)
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4.1.1.7 Mapping to Input Layer

If a region in a hidden layer is manipulated, it is necessary to have a mapping back

to the input layer to generate an input image which resulted in the misclassification

due to the introduced manipulations in the hidden layer. Checking the 0-variation

of region nk(ax,k) involves the computation of di f fn(ax,n,ay,n for many points in the

region. Since ax,n is already known, only ay,n needs to be calculated. It is done by

looking for a point in the input layer which is in the computed mapping of Pre0(ay,k).

Since all points in the mapping have the same class, any found point with this constraint

is adequate. For this purpose the functions Ψk,Ψk−1, ...,Ψ1 are used to compute ay,0,

so that ay, j−1 = Ψ j(ay, j)∧ay, j−1 ∈ N j−1(ax, j−1) for 1≤ j ≤ k. For this computation a

SMT solver is required to encode the functions Ψk,Ψk−1, ...,Ψ1 if they are piecewise

linear or taking the inverse functions if they are sigmoid functions. It is possible that

the SMT solver cannot find any points for these constraints, which means that the

regarded point has no corresponding point in the input layer.
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4.1.2 Implementation

4.1.2.1 Framework

The safety verification tool was implemented as proposed in [HKW+16] using the

programming language python, which provides a huge variety of libraries for artificial

neural networks. Keras is used as the central deep learning library for this application

[Ker]. It is a high-level neural networks API running with TensorFlow, CNTK or

Theano. For this application the Theano backend is used [The]. Keras enables easy

and fast prototyping through modularity and extensibility. The used SMT solver is Z3.

The frameworks workflow is depicted in figure 4.5.

Figure 4.5: Flowchart Verification Framework
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4.1.2.2 Neural Networks

For experimentation several pre trained neural networks were used [Mni] [Cif]. The

following figures depict the convolutional neural networks used for testing and evalu-

ation.

Figure 4.6: CNN Architecture for MNIST
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Figure 4.7: CNN Architecture for CIFAR-10
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Evaluation and Optimisation

The following chapter discusses the performance metrics that were used in evaluating

the framework as well as configurations used. Furthermore the applied optimization

steps are described in detail and the results are discussed.

5.1 Performance Metrics

The framework generates a report when finishing its computations. This report in-

cludes several results which can be used to evaluate the run of the safety verification.

The following metrics can be summarized from the report:

Running time : Describes the time the framework was running until an adversarial

example was found.

Manipulation Percentage : Describes the amount of manipulation to the image which

lead to the misclassification.

Euclidean distance : Euclidean distance to the adversarial perturbation found from

the original image

L1 distance : L1 distance to the adversarial perturbation found from the original im-

age

Confidence :Confidence of the classification decision

Additional average statistics are generated if multiple runs are done.
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5.2 Configuration

Additionally to an image and a neural network, the framework has several configura-

tion parameters. The following chapter describes important parameters and highlights

the configurations used for the performed experiments.

5.2.1 Framework Parameters

Name Type Range Description

l Integer [0,n] indicates starting layer Ll

dimsl Integer ≥ 1 maximum number of dimension to be considered in Layer Ll

ε Integer [0, inf) error bound for manipulation refinement between layers

dimsk, f Integer ≥ 1 number of dimensions for each feature

Further settings are:

dataset

Which dataset to work on (mnist,cifar10,imageNet...)

dataProcessing

To work on single image or a batch

checkingMode

specific layer or stepwise

exitCondition

exit when first example found, or when all are found

controllDistance

which norm to use for distance to perturbation
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5.2.2 Experiment Configuration

For experiments with the neural networks described earlier, following configurations

were used:

Table 5.1: Configuration for MNIST CNN

Parameter Value

l 1

dimsl 150

ε 1.0

dimsk, f 5

Table 5.2: Configuration for CIFAR-10 CNN

Parameter Value

l 1

dimsl 500

ε 1.0

dimsk, f 5

Table 5.3: Configuration for ImageNet CNN

Parameter Value

l 2

dimsl 20000

ε 1.0

dimsk, f 5
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5.3 Preliminary Results

After implementing a first stable build of the safety verification framework several

experiments were carried out to check the functionality and performance, to identify

possible issues and find possibilities for optimisation. The experiments were conducted

on a system with a 4-Core Ryzen 5 1500X processor at 3.5 GHz and 16 GB memory.

5.3.1 Runs on MNIST Dataset

For this experiment the pre trained neural network described in figure 4.6 was used

with the basic configuration from table 5.1. The first several runs took up to 5 minutes,

which is rather long considering that the neural network is not very big or complex as

well as working on only one rather small image as input.

Report on MNIST run

running time: (4, -1):309.632999897

manipulation percentage: (4, -1):0.00892857142857

Euclidean distance: (4, -1):2.64575131106

L1 distance: (4, -1):7.0

confidence: (4, -1):0.55623925

average running time: 309.632999897

average manipulation percentage: 0.00892857142857

average euclidean distance: 2.64575131106

average L1 distance: 7.0

average L0 distance: 7

success rate: 1.0

The report as well as the following few figures are showing similar results as described

in [HKW+16].
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Figure 5.1: Misclassification Examples of handwritten 4

Figure 5.2: 2 misclassified as 3 with confidence: 0.669

Figure 5.3: 0 misclassified as 8 with confidence: 0.604

But using this framework to ensure safety for a deep neural network, there is a need

to check for multiple adversarial examples and for multiple input images as well as

more complex neural networks and larger input data and therefore the computation

time might rise drastically.
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The following two figures summarize an example logging output of the framework.

Figure 5.4: Example run on MNIST Dataset
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Figure 5.5: Example run on MNIST Dataset continued
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5.3.2 Runs on CIFAR-10 Dataset

For this experiment the pre trained neural network described in figure 4.7 was used

with the basic configuration from table 5.2. Following report shows the results for

finding the misclassification of a ship as an automobile. Despite having a bigger neu-

ral network as well as bigger input image size, the framework took less time to deter-

mine the misclassification due to first improvements using the OpenBLAS library for

computation described in section 5.4.

Report on CIFAR-10 run

running time: (1, -1):186.572000027

manipulation percentage: (1, -1):0.0009765625

Euclidean distance: (1, -1):1.7297896523

L1 distance: (1, -1):2.9960785

confidence: (1, -1):0.59953994

average running time: 186.572000027

average manipulation percentage: 0.0009765625

average euclidean distance: 1.7297896523

average L1 distance: 2.9960784912109375

average L0 distance: 3

success rate: 1.0

The figures 5.6 to 5.8 show some examples for detected misclassification with the re-

spective manipulated input images.

One observation during some runs was that the deeper the layer, the longer the frame-

work takes to find a misclassification, which confirms Huang’s statement that the more

and bigger dimensions need to be checked, the longer the framework needs. This con-

cluded that an parallelisation of the check within a layer is needed as a first step, rather

than an overall optimisation of the framework. The parallelisation attempt is described

in chapter 5.4.2.
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Figure 5.6: Misclassification of boat with higher confidence than original classification

Figure 5.7: Ship to Plane with conf.: 0.887

Figure 5.8: Truck to Car with conf.: 0.796
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5.4 Optimisation

5.4.1 BLAS Library

The first issue found was that the theano backend was using the Numpy C-API based

implementation for BLAS functions as seen in in the logs in figure 5.4. This explained

the slow computation in the first experiment with the MNIST Dataset. Some research

and experiments have shown that using a different library for computations should

improve the performance significantly. Therefore attempts where made to set up a new

environment using MKL library by Intel, since it showed promising results in several

benchmarks [Beu].

Figure 5.9: Benchmarks of different BLAS Libraries [Beu]

38



But using MKL with numpy lead to only minimal performance improvements. Further

research showed that MKL does not run well on AMD processors like the Ryzen 5

1500X the experiments were carried out on [Kin]. For this reason the usage of Open-

BLAS was considered, which showed improvements in the experiments.

Figure 5.10: Comparison of MKL vs OpenBLAS on Intel and AMD processors [Kin]

After setting up the environment using the new library for computation, further optimi-

sation attempts were done regarding the safety check. Using the framework to find all

adversarial examples it will propagate deeper through the layers. When using the the

CNN for the MNIST dataset a safety check for 32 regions in the first convolution layer

takes in average 2 seconds, while checking 32 regions in the second convolutional layer

might take up to 16 seconds. The reason for this is that for the first convolutional layer

one input is considered. Propagating to the next convolutional layer the framework

needs to check 32 inputs for each region. Therefore an attempt to parallelize the safety

check was done. Since regions contain one feature as defined in chapter 4.1.1.5, they

can be checked independently and therefore in parallel.
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5.4.2 Multithreading vs Multiprocessing

Usually the go to approach regarding parallelism in programming is multithreading.

But in python it does not suffice in optimizing the problem described earlier. Multi-

threading in python cannot be used for parallel CPU computation but rather for I/O

operations. Python was not designed considering computers having multiple cores.

The global interpreter lock (GIL) ensures that only one thread runs at a time. So mul-

tithreading in python does not promise parallel execution. Here the multiprocessing

library comes in handy, which is as easy to use as multithreading, but works with ac-

tual processes. Since every process runs in its own context and cannot affect another

process, a strict separation of the logic and data to work on is necessary. Due to the

relations between layers, it is complex to parallelise on layer basis, since information

has to be shared by multiple processes. But parallelisation can be achieved within a

layer. Since the algorithm is a heuristic search, it iterates through the image points and

checks the regions around for manipulations resulting in misclassification. Here the

safety check can be done for each point individually. The safety check for each layer

is done in a while loop with a counter of rounds limited by the configuration param-

eter dimsl described in chapter 5.2. This loop runs until an adversarial example was

found or the exit condition is reached, then the algorithm proceeds to the next layer.

An example round is summarized like follows:

40



One round of safety check

========================================

start checking the safety of layer 0

========================================

Round 1 of layer 0 for image 4

(1) get a manipulated input ...

current layer: 0.

current index: (0, -1).

current operated image is saved into data/mnist pic/temp.png

(2) synthesise region from [(10, 20), (10, 19), (11, 19), (15, 18), (15, 17)]...

convolutional layer, synthesising region ...

found the region to work

(3) safety analysis ...

the right class is 4

the confidence is 0.9999335

safety analysis for layer 0 ...

32 regions need to be checked.

ran througn the neural network for 32 times.

(4) no adversarial example is found in this round.

euclidean distance 1.06090785394

L1 distance 1.3775647

L0 distance 5

manipulated percentage distance 0.00637755102041

========================================

...

Round 33 of layer 0 for image 4

...
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The algorithm had to be refactored to enable computation in separate processes. For

this reason the initialisation of the search tree, single rounds and respective regions

was extracted. Following code snippets summarizes the parallel algorithm:

Listing 5.1: Check Safety for Layer Method

1 ...

2 from multiprocessing import Pool

3 ...

4 d e f checkSafetyForLayer

5 searchTree = SearchTree(image ,layerIndex)

6 pool = Pool()

7 f o r (i i n range (numFeatures))

8 round = InitializeNewRound(i ,...)

9 pool.apply_async(processOneRound ,args=[ round],callback

↪→ = checkResult)

10 ...

11 pool.join()

12 ...

The method in the code listing above is executed for each layer in a loop. The method

initializes a search tree and a process pool. In a for loop the method calls with respec-

tive input parameters are transmitted to the process pool. To ensure a non blocking

behaviour this is done asynchronously. Additionally to the input parameter, a callback

function is passed to the pool, to ensure an exit condition. As soon as one process

is done checking a round, the callback function is called checking the result if an

adversarial example was found. If so, a report is generated and the process pool is

terminated. Then the next layer can be checked. The checkResult method can be seen

in code snippet 5.2.
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Listing 5.2: Check Result Method for exit condition

1 d e f checkResult(result)

2 i f result == result.found:

3 generateReport(result)

4 pool.terminate ()

The method to process the safety check on one round, is basically the same as described

earlier in 5.4.2

Listing 5.3: Actual method to check safety for one round

1 d e f processOneRound(round)

2 ...

3 result = checkSafety ()

4 r e t u r n result

The overall results of the optimisation and a comparison to the initial implementation

are further discussed in chapter 5.5
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5.4.3 Parallel SMT Solver

Further research showed that the used SMT solver Z3 already supports a functionality

to solve in parallel [BMN+]. On the official github page of Z3 an example showed

a similar approach to parallelisation as described in 5.4.2 using a process pool for

each solver calculation [Z3g]. The Z3 solver can be parametrised with the set param()

method with following:

parallel.enable

Is a boolean which activates the parallel mode of the solver.

parallel.threads.max

Caps the maximal number of threads for parallel solving.

Experimenting with these parameters lead to the assumption that the used tactics and

solvers are not compatible with the internal implementation for parallel solving in Z3,

since activating this option led to worse performance overall.

5.4.4 Running on GPU

Since Keras supports the usage of GPU, an attempt was made to carry out the calcu-

lations on a GPU so that it could later be linked to the learning process. Research and

some experiments lead to the conclusion that enabling the safety verification process

to run on GPU would be very time consuming and would go beyond the time frame of

the project. Nevertheless a combination with training on GPU and safety verification

on CPU is possible and does not generate a lot of overhead.
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5.5 Discussion

This chapter discusses the optimisation results. The following tables and respective di-

agram depict the achieved speed-up through the optimisation steps described in chapter

5.4 for the convolutional neural network for the CIFAR-10 dataset. Since finding an

adversarial example in the first convolutional layer took already only a few seconds pre

optimisation, the experiments were carried out for the second convolutional layer. Here

an improvement would be more clearly visible. The experiments with the CIFAR-10

dataset were done after already using the OpenBLAS library and therefore represent

the speed up only through parallelising as described in chapter 5.4.2.

Table 5.4 summarizes several runs on one image with same manipulations checking

for adversarial perturbations in the second convolutional layer.

Table 5.4: Initial results on CIFAR-10 checking second convolutional layer

Running Time (s) Manipulation (%) Euclidean Distance L1 Distance Confidence

186.572000027 0.0009765625 1.7297896523 2.9960785 0.59953994

170.820999861 0.0009765625 2.65588367404 9.019608 0.32505915

187.8317029481 0.0009765625 1.30069629289 2.25098 0.534579

169.8136169911 0.0009765625 1.52324045325 2.62353 0.723574

184.824858904 0.0009765625 1.31644441906 2.26667 0.919093

Table 5.5 summarizes several runs on the same image with same manipulations check-

ing for adversarial perturbations in the second convolutional layer after parallelising.

Table 5.5: Results on CIFAR-10 checking second convolutional layer after parallelis-
ing

Running Time (s) Manipulation (%) Euclidean Distance L1 Distance Confidence

83.3600001335 0.00162760416667 2.2360679775 5.0 0.750232

82.9860000611 0.00162760416667 2.2360679775 5.0 0.750232

85.8410000801 0.00162760416667 2.2360679775 5.0 0.98030376
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Figure 5.11: Comparison of average run-times pre and post optimisation for CIFAR-10

For the experiment with the convolutional neural network for CIFAR-10 dataset a

speed up of an average of 53% could be achieved regarding only the second convo-

lutional layer. Running the safety check through all layers took an average of 306.843

seconds, which seems reasonable if comparing the time a neural network takes to train

and validate. Therefore this safety verification framework could be incorporated in the

training process of a neural network without an overly huge performance loss.
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The initial experiments with the MNIST dataset were done before using the Open-

BLAS library and were inconsistent and could not be used for comparison and vali-

dation of the overall speed up through the parallelisation steps. For this reason, new

experiments were done to get a baseline to compare to. Carrying out the experiments

analogously to the experiments with the CIFAR-10 CNN, the results were as expected

having achieved a significant speed up.

Table 5.6 summarizes several runs on one image with same manipulations checking

for adversarial perturbations in the second convolutional layer.

Table 5.6: Initial results on MNIST checking second convolutional layer

Running Time (s) Manipulation (%) Euclidean Distance L1 Distance Confidence

11.1211271286 0.0573979591837 6.70588339224 44.9843 0.672662

12.1056849957 0.0573979591837 6.7082039325 45.0 0.601526

11.7709162235 0.0573979591837 6.7082039325 45.0 0.623106

11.3156499863 0.0573979591837 6.7082039325 45.0 0.623064

11.3661100864 0.0573979591837 6.7082039325 45.0 0.599762

Table 5.7 summarizes several runs on the same image with same manipulations check-

ing for adversarial perturbations in the second convolutional layer after parallelising.

Table 5.7: Results on MNIST checking second convolutional layer after parallelising

Running Time (s) Manipulation (%) Euclidean Distance L1 Distance Confidence

8.18499994278 0.0573979591837 6.69190733949 44.890198 0.8366375

8.14800000191 0.0573979591837 6.7082039325 45.0 0.5614343

8.06299996376 0.0573979591837 6.7082039325 45.0 0.67067885

8.24900007248 0.0573979591837 6.7082039325 45.0 0.49200147

8.28600001335 0.0573979591837 6.7082039325 45.0 0.558569
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Figure 5.12: Comparison of average run-times pre and post optimisation for MNIST

For the experiment with the convolutional neural network for MNIST dataset a speed

up of an average of 29% could be achieved regarding only the second convolutional

layer. The speed up is lower compared to the results with the CIFAR-10 network as

expected. Due to lower dimensionality and smaller inputs, the run time was already

quicker from the beginning.
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Conclusion

This dissertation aimed to analyse and optimise a safety verification framework for

deep neural networks. Through research and analysis of existing approaches, a safety

verification framework based on the research by Huang et al. was implemented and

initially validated and compared with the experimental results. After a comparable

state of the framework was reached, further research was carried out to find ways to

optimize the framework in terms of run time performance. For this purpose, various

BLAS libraries were tried out and the decision fell on OpenBLAS, since it was com-

patible with the present system the experiments were carried out and had promising

benchmark results. After setting up an experimental environment and optimizing the

framework through the usage of more suitable external libraries, several experiments

were performed to have a baseline to compare against after optimising further. Further

familiarization with the framework showed a possibility for parallelisation of the safety

check within a layer. This was implemented through multiprocessing using a process

pool and strictly separating the contexts of the framework to prevent segmentation fault

or race hazards. After refactoring the framework to an acceptable state the same ex-

periments were carried out to have a direct comparison. The experiments showed an

improvement up to 53% with the CNN for the CIFAR-10 dataset and an improvement

of 29% with the MNIST dataset when checking the safety of a single layer. Propagat-

ing a safety check through all layers of a deep neural network showed reasonable run

times as well. Since this project was limited in time, no further experiments with other

neural networks or configurations could be performed. These further experiments and

possible other optimisation approaches are handled in the following chapter.
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6.1 Further Work

Even though several experiments with CNNs for MNIST and CIFAR-10 datasets

showed promising performance gains, evaluating the optimised framework with other

neural networks like the VGG16 using the ImageNet dataset are still open and would

be interesting to know how the framework will perform with more complex networks

and larger input images with the incorporated improvements. Further refactoring of the

framework could open up new opportunities for parallelisation, in terms of checking

multiple layers concurrently.

Furthermore the safety verification could be incorporated into the training process of a

neural network to automatically tune the network to be safe against certain adversarial

perturbations. Another possible improvement might be to run the safety check on GPU

with NVIDIA CUDA, which however requires an implementation of an SMT solver

for CUDA.

In terms of performance additional refinements are possible using a different program-

ming language to better utilise computational resources, and parallelise the framework

even further.
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Introduction

ANNs have been evolving greatly since the 1940’s and are now used in many areas,

such as autonomous driving. Image classification is used to detect street signs or traf-

fic lights. But despite further developments, ANN are still mostly unstable due to

adversarial perturbations. These adversarial perturbations are minimal changes to the

input image which lead to misclassification. For applications in assisted driving or

autonomous cars, these misclassification can lead to disastrous outcomes, for example

forcing a car of the road for detecting a sign for turning left instead of right. Therefore

to ensure safety in decision making a way to verify the classification of the ANN is

needed. For this purpose several approaches were proposed using Satisfiability Mod-

ulo Theory to implement a verification framework or by using SIFT and MCTS. This

thesis project focuses on evaluating existing approaches and developing a new verifi-

cation framework based on the analysis and further optimisation of known methods.

This report describes the overall topic of the thesis. Chapter 2 gives general insight in

the practical and technical background. Chapter 3 discusses existing approaches. The

following chapter states the aims and objectives of the project and describes presents

possible methods and approaches for the project. Finally, the deliverables and expected

outcomes will be determined and a detailed time plan for the project will be presented.
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Project Background

In this chapter important background information for the project is provided.

2.1 Artificial Neural Network

Artificial Neural Networks are modelled to loosely mimic the human brain [Kri07].

They consist of multiple artificial neurons which are mostly connected unidirection-

ally. These neurons have an activation function which is used to process the input.

The connections between neurons are so called edges, which pose to have weights

for learning purposes. Neurons are structured in layers. Especially in Deep Neural

Networks multiple layers are used. The neurons are connected between layers. In con-

trary of systems using an algorithmic approach, ANNs learn by example [MW+14]. A

depiction of the basic structure of an ANN can be seen in following figure 2.1.

Figure 2.1: Simple Example of an ANN [Dac17]
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2.1.1 Neurons

A neuron can have multiple inputs which are summed up in the first step. The sum

is then processed with the activation function leading to the output of the neuron

[ZHS09]. The basic structure of a neuron is depicted in figure 2.2.

Figure 2.2: Simple Example of a Neuron [Sch14]

Common activation functions are following [AHS+14]:

• Binary Step: It is a threshold based function outputting a signal to the next layer

when a value is above or below a certain threshold.

• Linear: The inputs are multiplied by a factor and therefore the output is linear

to to the weighted input.

• Sigmoid: It is non linear and prevents jumps in the output values. The output

values are bound between 0 and 1.

• Rectified Linear Unit: ReLu is very efficient and allows the network to converge

quickly. Despite it looking like a linear function it is not and allows for back-

propagation.

The activation function is selected depending on the input data and the expected out-

come.
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2.1.2 Types

There are several types of Artificial neural networks, which are mainly distinguished

by the way neurons and layers are connected with each other [SNA17]. ANNs are

often split in two categories, the supervised and unsupervised. The supervised train-

ing of neural networks is done by having labelled input data. The network is trained

and compares against the labels to check if its classification matches the label. These

networks are mostly used for classification problems and regression problems.

Unsupervised training has unlabelled data. The network has to automatically find

structure in the data by extracting features and analysing them. It is often used when

labelled data is too expensive or hard to gather. Since there are no labels to compare

to, it is hard to measure the accuracy of a network trained unsupervised. The most

common and simplest is the feed forward network. Here the process is unidirectional

from input over hidden layers to the output. Another type is the Convolutional Neural

Network, which is mainly used for image processing and image classification.

2.1.3 Layers

Depending on the type of network the structure of the layers in a neural network might

vary. There is usually one input and one output layer in an ANN. The number of

hidden layers and how they are connected with each other often determines the type of

network in interaction with the activation function used. The input layer simply passes

the information to the neurons in the first hidden layer. The inputs to the layers are

often weighted to enable more adjust-ability. The neurons in a hidden layer process

the data and pass it to next layer. The output layer combines the results and forms the

output [KB00].
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2.2 Practical Background

Using ANNs in highly automated systems like autonomous driving poses safety risks

due to the unstable nature of those with respect to adversarial perturbations. Having

scratches on a cameras lens or perturbations due to snow or rain or even an active

manipulation of input data by an attacker can lead to misclassification of an image.

Several reports in recent years stated that systems in self-driving cars misinterpreted

traffic signs and eventually lead to accidents. There are several research papers con-

cretising the problems with regard to safety in artificial neural networks or AI in gen-

eral [AOS+16] [SAMR18]. Robustness, accuracy and confidence of a network are

often not sufficient to ensure safety [NYC14]. For minimising the risk of misclassifi-

cation and to verify ANNs, several approaches were introduced and two of them are

highlighted in chapter 3.

2.3 Data Acquisition

For applying the verification algorithm, a pre trained network is required, since train-

ing and testing a network can take a long time. Therefore several pre-trained networks

for different datasets will be considered, such as MNIST Handwritten Dataset, an Ima-

geNet Dataset or a Dataset for traffic signs. Having a well trained network diminishes

the probability of having errors in the verification process due to a badly trained net-

work.

2.4 OpenCV

OpenCV is an open source computer vision and machine learning library [Bra00]. It

provides a common infrastructure for computer vision applications as well as more

than 2500 optimized algorithms. Since OpenCV 3.1 a DNN module was introduced.

This module enables the library to use pre-trained deep networks using common frame-

works like Tensorflow or Caffe.
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Initial Survey

As already mentioned there are several approaches for safety verification of deep neu-

ral networks proposed in recent years. This chapter highlights two existing approaches

giving an overview and general understanding of the matter. The first approach pre-

sented by Guy Katz et al. focuses on verifying certain properties of a DNN using ReLu

activation functions. The second approach introduced by Xiaowei Huang et al. is fo-

cused on adversarial examples. The information given in the following two sections is

entirely based on the research papers published by the groups mentioned [KBD+17]

[HKW+16].

6



3.1 Reluplex: An Efficient SMT Solver for Verifying

Deep Neural Networks

The project around Guy Katz from Stanford University USA introduced a new, scalable

and efficient technique for verifying properties of deep neural networks with ReLus.

Past methods of verifying DNNs with ReLus had the need of simplification, like only

considering small input regions leading to only be able to verify an approximation of

the DNNs property. Based on the simplex method it is extended to be able to handle the

Rectified Linear Unit activation function. Therefore this technique is called Reluplex.

This technique considers the whole neural network without simplifying it. The main

goal of this method is to verify if input and output match certain constraints. The

basic approach is to split the ReLu nodes in the hidden layer into two variables. A

weighted sum variable and an activation function variable. Equations for the activation

function variable and bounds according to the set constraints for the checked property

are introduced.

Example Equations:

x2w− x1 = x5 (3.1)

x3w + x1 = x6 (3.2)

x4− x3a− x2a = x7 (3.3)

Example Bounds:

x1 ∈ [0,1]

x4 ∈ [0.5,1]

x2w,x3w ∈ [−∞,∞]

x2a,x3a ∈ [0,∞]

(3.4)
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The Reluplex then assigns the variables to solve the equations, but violating the

ReLu constraints. These violations are then fixed on the go by updating the assign-

ments to satisfy the bounds. Additionally to updating the assignments it might be

necessary to manipulate the initial equations to satisfy some constraints. This will be

done in several iterations until all bounds and constraints are satisfied and therefore the

property to be checked is verified. In some cases the algorithm might run into a loop

where case splitting may solve it.

To efficiently implement this algorithm the team introduced bound tightening and

use a satisfiability modulo theory framework to manage case splits and bound tight-

ening. This approach was evaluated using the ARCAS Xu which is a system using

multiple DNNs for the decision making in collision avoidance for drones. They proved

local robustness using this approach. For global robustness this worked out using small

networks. The improvements of scalability are left for future work.
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3.2 Safety Verification of Deep Neural Networks

The team around Xiaowei Huang of the University of Oxford developed an automated

verification framework feed forward deep neural networks. Their basic approach is to

search for perturbations in each region of an image by discretization and propagate the

analysis layer by layer. In this method the safety verification is reduced to a search

for adversarial example and therefore safety can be achieved if no misclassification are

found in all layers. Also falsification can be detected which then can be used to tune

the network or to be examined by a human. The method defines a region around a

given point and a set of manipulations. These manipulations have to be specified for a

certain classification problem. For layer by layer analysis a mapping between the lay-

ers is needed to determine how a manipulation in one layer affects the next. A region

has to be determined such that it satisfies the mapping between consecutive layers.

The refine-ability of manipulations has to be defined such that a manipulation in the

previous is re-finable in the current layer if there exists a sequence of manipulations

in the current layer which implements the manipulation in the previous layer. Having

these preconditions and definitions the verification proceeds as follows: With k being

the index of the current investigated layer, N being the network, x being the input, ηk

being the region and ∆k the set of manipulations.

Verify whether N, ηk, ∆k |= x,

i f N, ηk, ∆k |= x then

report that N is safe at x with respect to ηk(ax,k) and ∆k, and continue to layer k+1;

if N, ηk, ∆k6 |= x, then report an adversarial example.

This algorithm was implemented using SMT solvers. Experiments were done on sev-

eral neural network classifiers for MNIST or traffic sign classification and led to found

adversarial examples in seconds when working on few dimensions. But the verifying

process is exponentially big regarding the number of features and therefore has a high

complexity. They state that this approach is open to improvements through paralleli-

sation regarding scalability and performance.
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Organisation

This chapter outlines the organisational topics of the thesis project. Section 4.1 deals

with aims and objectives. Section 4.2 describes the experimental methods to be used

throughout the project. The last two sections contain the time plan of the project and

determine deliverables and describe the overall expected outcomes of the project.

4.1 Aims and Objectives

The aim of the project is to evaluate existing methods and implement a new verifica-

tion framework based on the analysis with possible improvements in scalability and

performance.

The essential objective is to design an improved verification framework for deep

neural networks based on the analysis of existing methods. Another objective is the

evaluation of the framework and comparison to previous approaches.

4.1.1 Analysing and Developing a Verification Algorithm

Based on the research done throughout the project a verification framework will be de-

veloped using OpenCV. Since OpenCV works with different frameworks such as Ten-

sorflow or Caffe, it is easier to test the newly developed verification against different

networks and datasets, than implementing it for each of those. Having a implemented a

framework or verification algorithm for OpenCV also enables to compare and evaluate

against existing solutions and leaves room for improvements and optimisation.
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4.1.2 Performance Evaluation

Evaluating the implementation is done by analysing point wise robustness and guar-

antee of decision safety. Robustness evaluation could be done by computing expected

confidence diameter weighted by the test data distribution. Having precise manipula-

tions, enables to use accuracy of the verification to evaluate the results. Introduction

of an own metric for safety measuring might be possible.

4.2 Experimental and Investigative Methods

The initial survey brought insight and general understanding of the problem. The fur-

ther procedure is to analyse the prototypical approaches in more detail and to imple-

ment a prototype in order to have a basis for testing, evaluating and comparing the

newly developed framework. On this basis possible improvements and further op-

timisations regarding scalability and performance can be carried out. The resulting

algorithm or framework can then be tested with various datasets and evaluation can

take place. To distinguish the improvements of the algorithm a detailed comparison to

existing methods will be done.

4.3 Time Plan

A time plan has been created to ensure efficient time management. Further sections

will describe the time plan depicted in 4.1
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4.3.1 Development

The first steps of development are designing the system and setting up the environment

accordingly. When everything is set up and the data in terms of pre trained networks

is prepared, the implementation commences. First tests are expected to be carried

out during the end phase of implementation. During testing, the result will also be

validated before evaluation can start. The final steps will be evaluating the results and

comparing it to approaches and methods it is based on. The development should be

completed by the beginning of January.

4.3.2 Writing

The writing parts will commence in parallel to the implementation. Introduction and

Fundamentals can be written independently of the implementation. Writing about the

implementation and evaluation will be commenced after the correspondent part of the

implementation is done. The writing shall be concluded 2-3 weeks prior to submission

to review and correct.

4.4 Deliverables and Specific Outcomes

The expected outcome is the research and study of safety verification for deep neural

networks, as well as to determine limitations and possible optimisations of certain

approaches and a possibly improved and optimized framework based on the research.
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